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FEB 24 2012
. 521 E. Morehead Street Susan L. Sowell
s e TR FCC Mail Room Vice President and
Assistant General Counsel
(704) 344-8150 telephone

(704) 344-1594 facsimile

February 23, 2012

Ms. Marlene H. Dortch
Secretary

Federal Communications Commission
445 12" Street, SW

Suite TW-A325

Washington, DC 20554

Re:  Annual 47 C.F.R. § 64.2009(e) CPNI Certification, EB Docket 06-36

Dear Ms. Dortch:

On behalf of FairPoint Communications, Inc. and its operating subsidiaries (“FairPoint™),
and pursuant to Section 64.2009(3) of the Commission’s rules, please accept for filing the
attached original certification and five copies of FairPoint’s compliance with the Commission’s
rules with respect to customer proprietary network information (“CPNI”). See 47 C.F.R.
§ 64.2009(e). Please return one filed copy to me in the enclosed self-address envelope.

Please contact me should you have any questions concerning this filing.

Very truly yours,

s el

Susan L. Sowell
Vice President and
Assistant General Counsel

SLS/js
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2012, covering calendar year 2011.
1. Date filed: February &3 2012

2. Names of companies covered by this certification: See Attachment B (collectively, the
“COmpany”)

3. Form 499 Filer ID: See Attachment B
4. Name of signatory: Susan L. Sowell

5. Title of signatory: Vice President and Assistant General Counsel, FairPoint
Communications, Inc.

6. Certification:

I, Susan L. Sowell, certify that I am an officer of the Company and acting as an agent of
the Company, and that I have personal knowledge that the Company has established operating
procedures that are adequate to ensure compliance with the Commission’s CPNI rules. See 47
C.F.R. § 64.2001 ef segq.

Attached to this certification is an accompanying statement (see Attachment A)
explaining how the Company’s procedures ensure that the Company is in compliance with the
CPNI requirements (including those mandating the adoption of CPNI procedures, training,
recordkeeping, and supervisory review) set forth in section 64.2001 et seq. of the Commission’s
rules.

The Company has not taken actions (i.e., instituted any proceeding or filed any petition at
a state commission, a court, or the Commission) against data brokers in the past year.

The Company has received one customer complaint in the past year concerning the
possible unauthorized access to CPNI by an employee. See Attachment C. The customer was
concerned that his former girlfriend had accessed his account information.

The Company represents and warrants that the above certification is consistent with
47 C.F.R. §1.17 which requires truthful and accurate statements to the Commission. The
Company also acknowledges that false statements and misrepresentations to the Commission are
punishable under Title 18 of the U.S. Code and may subject it to enforceable action.

Signed: (ﬁhﬁ-‘w\ &M

Susan L. Sowell
Vice President and Assistant General Counsel




Attachment A:
Summary of FairPoint Procedures
Related to the Protection of CPNI

FairPoint Communications, Inc. (“FairPoint”), the ultimate parent of all companies listed
in Attachment B, has instituted numerous procedures to ensure that the Company complies with
the Commission’s CPNI rules. See 47 C.F.R. § 64.2001 et seq. For example:

Customer Control of FairPoint’s use of CPNI. FairPoint does not use CPNI for any
purpose other than those specified in Section 64.2005 of the Commission’s rules without
customer consent. FairPoint’s systems are designed to clearly identify whether and to what
extent a customer has consented to the use or disclosure of CPNI, consistent with Section
64.2009(a) of the Commission’s rules. Any FairPoint customer may change his or her CPNI
preferences at any time by contacting FairPoint customer service.

Customer Notice. FairPoint obtains a customer’s “opt out” consent only after providing
the notice required by Section 64.2008 of the Commission’s rules. FairPoint waits at least 33
days after such notice is provided before deeming a customer’s consent to be effective. FairPoint
renews the required notice at least once every two years. FairPoint’s legal team reviews all such
notices, and all requests for customer consent to the use or disclosure of CPNI, to ensure
compliance with Section 64.2008. FairPoint also reviews all proposed uses of CPNI to
determine whether additional customer notice and consent is required.

CPNI Access by FairPoint Personnel. FairPoint ensures that customers that have
indicated a preference to “opt out” are not included in any list to be used in outbound sales and
marketing campaigns (except as permitted by Section 64.2005 of the Commission’s rules).
FairPoint conducts a supervisory review of all internal requests to use CPNI in such campaigns,
pursuant to Section 64.2009(d) of the Commission’s rules. FairPoint also conducts a legal
review of all contracts and other arrangements involving the potential disclosure of CPNI to third
parties. FairPoint maintains records of all sales and marketing campaigns making use of CPNI,
and instances (if any) when CPNI is disclosed or provided to third parties, consistent with
Section 64.2009(c) of the Commission’s rules.

CPNI Access by “Customers.” Consistent with Section 64.2010 of the Commission’s
rules, FairPoint authenticates a customer’s identity before providing access to that customer’s
call detail records. FairPoint will disclose call detail records in response to a customer-initiated
telephone contact only: (i) if the customer first provides a password that is not prompted by
FairPoint’s request for readily available biographical information or account information; (ii) by
sending the records to the customer’s address of record; (iii) by placing a separate call to the
customer’s telephone number of record; or (iv) if the customer is able to provide call detail
information without FairPoint’s assistance (provided that FairPoint will then discuss only the call
detail information provided by the customer). FairPoint will disclose CPNI in response to a
customer’s electronic request only by sending the requested information to the customer’s
address of record. FairPoint will disclose CPNI in response to a customer’s in-person request
only after the customer first presents a valid photo ID matching the customer's account
information. Although FairPoint normally is able to authenticate all requests from “customers,”
FairPoint’s procedures call for a supervisory review of requests from any “customer” who cannot
be immediately authenticated. Consistent with Section 64.2010(f) of the Commission’s rules,









Attachment C

The Company received one report from a customer about the possible unauthorized
access to his account information by an employee. The customer had been in a romantic
relationship with the employee for several years and the relationship had deteriorated. The
customer was concerned that approximately five months prior, the employee may have accessed
his business account information. The Company investigated and could find no evidence of
improper access. The employee denied the accusation stating the accusation was untrue and was
submitted as a result of the deteriorated relationship and ongoing legal issues. The Company
retrained the employee and her co-workers on the Company’s Privacy and CPNI policies and
reminded the employee that any violation of these policies, including any improper access to a
customer’s account information, would result in termination. The Company received no further
concerns from the customer.

The Company did not receive any other customer complaints or reports regarding CPNI
issues. FairPoint did however, as the result of an invoice assembly error, have one billing cycle
when some of its business customers who receive summary “parent” billing packets with “child”
account invoices, received the “child” account billing pages of another business customer. To
remediate the assembly error, FairPoint notified each affected business account customer of the
issue by letter and by either a personal call or visit. FairPoint then delivered a correct billing
package to each affected customer and retrieved the incorrect billing package from the
unintended recipient or confirmed its prior destruction by that recipient. FairPoint also made
available to the affected customer safeguarding processes with respect to their accounts by
delivering forms to the customer so the customer could password protect its accounts or provide
a list of authorized personnel on its accounts. FairPoint and its billing vendor have also taken
steps to prevent this assembly error from reoccurring by changing the parameters of the
automated assembly process and by including an automated program to verify that all “child”
account and summary “parent” invoices are correctly matched before bills are mailed. FairPoint
did not receive any customer concerns or complaints regarding CPNI as a result of this assembly
error.



